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ABSTRACT  
 
Benign, non-malicious computer security practices that employees across the globe participate in can cause 
organizations serious problems just as much as malicious security acts. Not much research has been done in this 
aspect of information security management in Nigeria. It is worth noting that studies of cyber threats are readily 
available. In this study, we focused specifically on counterproductive computer security behaviours (CCSB), 
which is a growing phenomenon worldwide. Essentially, CCSB are ill-prescribed computer use practices and 
general information security behaviours that go against the legitimate interests of an organization. In that regard, 
we collected empirical data from organisational actors (i.e., employees) in Nigeria regarding their views on the 
phenomenon. Subsequently, we ranked their responses on issues we sampled. Discussions on the top five 
exemplars of CCSB were presented and recommendations for ameliorating these concerns were provided for 
management. We hope the insights offered by our study will benefit both practice and theory in the area. 
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1. BACKGROUND TO THE STUDY 
 
Organisations use various computer networks and information systems (IS) to hold valuable organisational data 
assets and resources (Davenport & Short, 1990, Ifinedo, 2014). Information-related resources are considered to 
be among the most valuable assets held by any organisation (Kamoun and Nicho, 2014). Threats to an 
organisation’s IS resources and digital assets can emanate from within or outside its boundary (Ifinedo, 2009, 
Crossler et al, 2013, Posey et al., 2013). It is not surprising to see that organisations tend to marshal resources 
against threats from outside; however, studies show that a substantial proportion of information security threats 
actually originate from inside the organisation (Stanton et al., 2005, Bulgurcu et al, 2010, Posey et al, 2013). An 
example of human agents is the organisation insider who could pose a dangerous threat to organisational 
information systems (IS) than outsiders’ actions (Posey et al., 2013).  This is because insiders often have 
intimate knowledge of organisational informational assets as they use such systems and applications for routine 
work activities.  
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The human agent (i.e., employees), either intentionally or unintentionally engages in ill-prescribed behaviours 
and practices that can endanger organisational IS resources (Stanton et al, 2005, Vance et al, 2012, Ifinedo, 
2014). One example of ill-prescribed behaviours is counterproductive computer security behaviours (CCSB), 
which refers to employees' computer use practices and general information security behaviours that go against 
the legitimate interests of an organisation (Ifinedo & Akinnuwesi, 2014). Examples of CCSB considered in our 
study include visiting non-related websites at work, not updating work-related passwords regularly, and disclosing 
password to others.  
 
Organisations advocate acceptable computing behaviours through a variety of policies (e.g., ethical computer 
use policy, acceptable use policy, email use policy, social media policy). In the context of this study, CCSB would 
be any practices or acts engaged by organisational members that diverge from recommended guidelines and 
policies. Oftentimes, organisations across the world spend millions of dollars to control IS security threats posed 
by employees who are seen as a major concern in the IS security chain (Ifinedo, 2009, 2014) because of their 
tendency to deviate from acceptable IS security guidelines. To this end, research on employee participation in IS 
security misbehaviour, including CCSB is both time and necessary. 
 
Counterproductive Computer Security Behaviours (CCSB) 
 
In developing the CCSB items considered in this study, we consulted prior literature dealing with such issues 
(Crossler et al, 2013, Guo et al, 2011, Vance et al, 2010, Posey et al, 2013, Loch et al, 1992, Stanton, et al, 
2005). In particular, the classification presented in (Loch et al, 1992, Stanton, et al, 2005) was considered 
pertinent to this study. Loch et al. (1992) identified sources of information security threats to an organisation, and 
Stanton et al. (2005) proposed a taxonomy of end-user security risk behaviours as either malicious or non-
malicious. In brief, CCSB is an active, volitional act that excludes malicious end-user security risk behaviours. 
Figure 1 illustrates the IS security vector conceptualization. The path of concern to this study is indicated by an 
arrow, and the box with broken lines depicts CCSB. This scheme is modified from Loch et al. (1992).  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 1: Conceptualization of the IS security vector 
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After searching the relevant literature and engaging in a series of discussions with IS security practitioners and IS 
professors, we drew up a list of CCSB items, which was pared down to 12 items for illustration purposes (Table 
1). Another study discussing how the selected CCSB items were chosen as examples of commonly practiced 
CCSB in organisations is to appear elsewhere.  The items in Table 1 depict insider, non-malicious end user 
security behaviours (Posey et al, 2013, Loch et al, 1992, Stanton, et al, 2005). Examples of non-malicious CCSB 
considered indicated herein include the following items: “failing to log off when leaving PC”, “allowing children to 
play with laptop” and “sharing passwords” were sourced from the literature (See also Posey et al, 2013, Vance et 
al, 2012, Ng et al, 2005).  
 
Table 1. The List of CCSB Considered in the Study 
No. Ref. CCSB 

#1 CCSB1 Responding to spam (i.e. unsolicited emails) 

#2 CCSB2 Using weak passwords at work 

#3 CCSB3 Not updating work-related passwords regularly 

#4 CCSB4 Visiting non-related websites at work 

#5 CCSB5 Not updating anti-virus and/or anti-spyware software at work 

#6 CCSB6 Not logging out of secure systems after use 

#7 CCSB7 Not always treating sensitive data carefully 

#8 CCSB8 Allowing one’s family (i.e. children) to play with work laptop 

#9 CCSB9 Downloading unauthorized software (i.e. freeware) onto work computer 

#10 CCSB10 Pasting or sticking computer passwords on office desks 

#11 CCSB11 Disclosing work-related passwords to others 

#12 CCSB12 Leaving one’s work laptop unattended 

 
 
2. STATEMENT OF PROBLEM 
 
The majority of studies in the area of end user security behaviours have been conducted in the developed West 
(Crossler et al, 2013). Information from the developing parts of the world, including Nigeria is rare in the extant 
literature (Ifinedo and Akinnuwesi, 2014). Past researchers argue that it is rewarding for IS and information 
technology (IT) issues in advanced societies not to be conflated with those in developing parts of the world. This 
is because diffusion of technological innovations, acceptance of IS security and privacy practices, indulgence in 
antisocial computer practices, and so forth have been known to differ by regional locations or contexts (Gregorio 
et al, 2005, Comin, et al, 2010, Bagchi et al, 2006, Ifinedo, 2009).  
 
While several prior studies have focused mainly on employees’ IS policy violations in organisations (Hu et al, 
2015, D’Arcy et al, 2009), misuse of IS resources and unethical IS use behaviour (D’Arcy et al, 2009, D’Arcy & 
Devaraj, 2012, Leonard et al, 2001), to date, not many researchers have specifically focused on issues in 
developing countries, including Nigeria those that did only paid attention to malicious, cyber security threats and 
crimes (Alese et al, 2014, Longe & Chiemeke, 2008, Ibikunke & Odunayo, 2013, Oyelere & Oyelere, 2015). The 
current study is designed to enlighten on employee participation in CCSB.  
 
3. OBJECTIVE 
 
The main objective of this study is to explore and rank how employees in Nigeria perceive the problem of CCSB. 
The five top issues will be identified and discussed in manner congruent with key IS issues studies in the IS 
literature (see, Ifinedo, 2006).  
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4. METHODOLOGY 
 
4.1 The Research Design 
 
We wish to state that this current study is a part of a larger research on the assessment of CCSB across national 
contexts. We used a field survey to gather relevant information from all contexts, including in Nigeria. The survey 
was administered through a  research company. Nigerian business professionals from diverse industries 
with knowledge of CCSB were contacted. The research company gave their panel members points-based 
incentives redeemable for prizes. The criteria for including participants in the survey are: a) knowledge of CCSB, 
and b) employment in an organisation.  The research company's web server reported that 1300 Nigerian 
respondents were invited of which 728 opted to participate in the survey by accepting the consent agreement. 
The survey was designed such that respondents who indicated indulging in less than 5 CCSB in the last 6 
months were prevented from continuing to the next step. Recruiting participants with more knowledge and 
engagements in CCSB, we hoped, benefits our cause more than do those with limited involvement and 
knowledge of the phenomenon. In total, 451 panels were dropped, and of the 277 responses, only 81 were 
considered useable.  
 
Broadly, responses that included monotone or patterned responses, many missing answers, and generally, badly 
completed surveys, were removed. Overall, the data was checked for violations of assumptions i.e. normality and 
linearity; the results indicated that these assumptions were met.  
 
In our study, we asked participants to indicate how often they have indulged in the CCSB listed in Table 1. Their 
responses were assessed on a 7-point Likert scale ranging from “Almost never” (1) to “Almost always” (7).  
 
 
5. DATA PRESENTATION  
Data were entered into statistical package for social sciences (SPSS) ver 22. Data analysis used descriptive 
statistics. The mean for each CCSB was tabulated and ranked. 
 
Table 2:  Mean Score and Ranking of CCSB 

 
CCSB Mean (SD) Rank  

Responding to spam (i.e. unsolicited emails) 2.7 (1.7) 9 

Using weak passwords at work 3.2 (1.7) 6 

Not updating work-related passwords regularly 3.3 (1.9) 5 

Visiting non-related websites at work 4.3 (1.7) 1 

Not updating anti-virus and/or anti-spyware software at work 3.6 (2.1) 3 

Not logging out of secure systems after use 3.8 (2.1) 2 

Not always treating sensitive data carefully 2.3 (1.7) 10 

Allowing one’s family (i.e. children) to play with work laptop 2.8 (2.1) 
7a 

Downloading unauthorized software (i.e. freeware) onto work 
computer 3.4 (1.9) 

 
4 

Pasting or sticking computer passwords on office desks 1.9 (1.6) 12 

Disclosing work-related passwords to others 2.0 (1.7) 11 

Leaving your work laptop unattended       2.8 (1.4) 7a 

a. A tie in the mean score;  SD = standard deviation 
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6. DISCUSSION OF FINDINGS  
 
The ranking of the CCSB items are provided in Table 2. The top 5 CCSB items are: 1) Visiting non-related 
websites at work, 2) Not logging out of secure systems after use, 3) Not updating anti-virus and/or anti-spyware 
software at work, 4) Downloading unauthorized software (i.e. freeware) onto work computer, and 5) Not updating 
work-related passwords regularly. Each of the top five CCSB is discussed next and recommendations for 
managing each concern is provided. The full list will be discussed elsewhere.  
 
1) Visiting non-related websites at work 
Workers’ productivity is affected when they employees routinely visit non-work related websites at work. The 
problem is not limited to Nigerian workers. For example, Conner (2012) reported the findings in a survey in a 
developed country which showed that “64 percent of employees visit non-work related websites every day at 
work” and this problem had a negative effect on workers’ efficiency. To address this concern, management could 
consider implementing employee monitoring tools and applications capable of logging worker’s daily activities on 
the Internet. Such tools can provide information on how long workers use Social Network websites (like Twitter) 
at work.  How long employees spend time on the Internet and what amounts of time was spent for personal 
business. Deploying monitoring must be done in an ethical and legal manner.  
 
2) Not logging out of secure systems after use. 
Some have reported that workers in Nigerian organizations often leave IS and computers unattended in work 
environments. Instead of logging out of computer systems, some employees prefer to keep the session running. 
Such practices expose computer systems to attacks. Frank and Odunayo (2013) report on some of the 
challenges posed by such behaviours. To ameliorate this, the following are recommended:  
 

i. (i)Educate system users: A large section of the Nigerian society is not well-informed of acceptable 
computing practices and rules. An average computer user in the country lacks understanding of the 
vulnerabilities posed unattended systems. Thus, it is necessary for management to organize workshops, 
seminars, and training sessions to educate users of the dangers of such actions.  

ii. (ii) System tracking: Another way of tackling this particular problem is to develop and install applications 
and software that could track and logs off a workstation if found to be idle for a long time. 

iii. (iii) Grant administrative privileges: Certain privileges should be granted to trained administrators who 
can access idle systems and log them off them if found to be idle for too long. 

 
 
3) Not updating anti-virus and/or anti-spyware software at work 
A lot of system users in Nigeria do not understand the importance of installing antiviruses or antispyware let 
alone updating such software. Users’ understanding of the IS/IT and the sorts of issues that could pose threats to 
such systems are still evolving in Nigeria. Oyelere and Oyelere (2015) noted a lack of knowledge in such matters 
can create a lot of problems for an organisation. To reduce this problem, the following approaches could be 
adopted:  
 

i. Educate the users: There is a need to provide education and training in such areas. For example, 
informing all organisational actors of the relevance of antiviruses/antispyware and how to install them as 
well as update such tools are worthy of attention.  

ii. Assigning roles: Certain system administrators in the organisation could be tasked to do the job of 
updating anti-virus and/or anti-spyware software on a regular basis. 

iii. Configure a gateway update server: An alternative cause of action could be instituted, e.g., signature 
servers could be configured to handle the processes by setting up and updating anti-virus and/or anti-
spyware software tools at work form a centralized point. 
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4) Downloading unauthorized software (i.e. freeware) onto work computer 
Hackers often try to gain access to an organisation’s IS and computer network by attaching malware to freeware 
that are downloaded by unsuspecting users. Unauthorized software increases the risk of introducing malicious 
software to an organisational data and information assets. The goal is to avoid downloading software whose 
source is unknown.  To do this, the following recommendations are suggested:  
 

i. Assigned privileges: The first step to preventing unauthorized software is not to allow such to be 
installed in the first place. Organisations should clearly designate individuals or teams of IT 
professionals who will be responsible for downloading, testing, approving, deploying and managing 
software acquired by organisations. Thus, only approved software can only be downloaded by such 
people.  

ii. Use audit/monitor mode: Depending on the size of an organisation, this could be very strenuous. But 
most applications offers audit or monitor modes to provide logging and visibility of what software is being 
executed throughout a user’s session. These applications could be used to prevent unauthorised 
software from getting into an organisation.    

 
5) Not updating work-related passwords regularly 
Passwords are known to be most popular means of authentication. However, in recent times, attacking 
passwords have been one of the most straightforward ventures for hackers. Methods used to compromise 
passwords range from guessing of passwords to brute attacks. Efforts made to regularly change password could 
be one measure that can prevent passwords from being compromised. To better manage this CCSB concern, the 
following suggestions are offered:  
 

(i) Assigned roles: Within an organisation, there should be people whose job it is to update software or 
passwords.  

(ii) Proper password information: Users should be properly educated on how to create strong passwords 
and to frequently change them. 

(iii) Password managers: Organisations should acquire software that is capable of randomly generating 
passwords for users.  

 
 

7. CONCLUDING REMARKS  
 
Our study has shed some light on the issue of CCSB commonly practiced by workers based in Nigeria. We 
succinctly discussed actions that could mitigate the top-five exemplars of CCSB in the context of Nigeria. There 
are some limitations in our study.  First, participants might have provided socially desirable responses to some of 
the questions we asked in the survey. Second, our data sample is small; a larger sample of sample might offer 
more useful insights. Third, the data came from a cross-sectional field survey; longitudinal data may offer more 
robust knowledge. Future study should pay attention to other end user security behaviours, including malicious 
ones perpetuated by organisational actors. Future studies should carry out comparative studies of findings in 
developed countries and advanced economies to determine if result compare or differ. Only data provided by 
mid-level professionals and managers was used for this study. Past studies however showed that the views of 
top and mid-level managers differ when assessing technologies (Ifinedo and Nahar, 2006). Accordingly, more 
useful information will surface when the views on CCSB by top and mid-level managers are compared.  
 
8. CONTRIBUTIONS TO KNOWLEDGE  
 
This is one of the few studies of its kind to specifically target the topic of non-malicious, end user security in 
Nigeria. Our study digresses from the putative issue of cyber-crime that has dominated the literature on IS 
security in the country. Our study provides nascent information on benign, non-malicious computing practices 
and acts that can be equally detrimental to the safety of organisational data and informational assets. This area 
of research has remained largely unexplored in Nigeria. We hoped that this study’s focus and contributions will 
spur on further research and inquiries in the area. Practitioners in Nigeria could use the information provided 
herein to better manage workers’ tendency to participate in CCSB and related IS security malpractice. 
Importantly, we believe that the foundation of a contingency theory for managing CCSB and related IS security 
among employees could benefit from insights provided in our study.   
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