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ABSTRACTABSTRACTABSTRACTABSTRACT    

 

Examination malpractice is an unlawful conduct exhibited by a candidate in an examination towards the 

attainment of academic success with no significant efforts. These unlawful acts affect the credibility of any 

examination. Examination malpractices have consistently remained an issue of concern to scholars in 

Nigerian educational system. One of the types of examination malpractices is impersonation; which is an act 

of intentionally pretending to be another person for the purpose of fraud. Checking students into an 

examination hall has been with the presentation of school identification cards, examination cards, library 

cards, school fees receipts and clearance cards. It has been observed and presented that students tend to 

forge this moveable physical identity by presenting an imitated copy suiting the candidate appearing for the 

examinations. In this paper, a fingerprint biometric technique was presented with the aim to curb the 

problem of examination impersonation. Students were selected to test the proposed system by registered 

many students and purposely left out few students during enrolment. The proposed system was able to 

authenticate the enrolled students and prevented false identities claimed by false students. Based on these 

highlighted discoveries, recommendations were made; these include: financial supports should be provided 

to procure more fingerprint scanners to cater for a large number of students and generators for power 

supply should be provided to be able to solve the problem of power failure. 
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1. INTRODUCTIONINTRODUCTIONINTRODUCTIONINTRODUCTION 

 

The quality of education offers in a country determines the level of development and capacity building for 

individual. Education is a driven force that enhances productivity technological innovation, and growth in all 

spheres of life. Since the introduction of western education in Nigeria, examinations have being the 

principal tools for the evaluation of learners’ (students’) performance.  
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Examinations, simply mean assessment of the learners’ performance at the end of a teaching and learning 

process. Examinations can truly be said to be an essential tool in the educational system. Examinations are 

used mainly to determine candidates’ level of accomplishment over a stated set of objectives; and certificates 

are always awarded to such candidates at the end of examinations. Typically, certificates are only awarded to 

candidates who have passed the final examinations as stated in the guidelines or rules of the examinations 

[1]. The examination is also avenue by which best candidates are selected for a number of purposes. 

Admission of students into different institutions of learning is strictly through examinations passed by the 

candidates. In addition, promotion of students within the school is based on passing the examinations set 

for that purpose.  

 

However, students who desire to attain greater height in their chosen field of endeavours try to pass any 

examination at all costs. The desperation now leads to unlawful acts, exhibited by the students. These 

unlawful acts are referred to as examination malpractices. The examination malpractice is a misconduct and 

prohibited acts demonstrated by a candidate before, during and after the examination towards achieving 

academic achievement easily and cheaply. It could also be defined as a process, whereby students cheating 

in examination hall, so as to pass the examination at all costs. The candidates cheat by writing on a piece of 

paper, writing on their palm and other parts of their body. Reference [3] opined that examination 

malpractice is any irregular activities carried out by candidates or invigilators within or outside the 

examination halls. Ref. [4] added that a misconduct practice in any examination by candidates or group of 

peoples with the aim to obtain good results by duplicitous approaches could be referred to as examination 

malpractice. These definitions showed that examination malpractice is a wrong practice that rates the “poor” 

candidates with the excellent candidates.  

 

Reference [15] stated some of the examination malpractices include:  

i. Assistance from invigilators  

ii. Impersonation 

iii. Bringing of relevant materials e.g. textbooks, lecture notes into examination hall 

iv. Electronically assisted malpractices  

v. Conspiracy 

vi. Mass irregularities e.g. cheating 

vii. Inscription 

viii. Dictation  

 

In [16], the dangers of examination malpractices cannot be over-emphasized. The penalties of these 

examination malpractices include:  

i. Defending the certificate becomes difficulty;  

ii. Tendency of students being rusticated from school; 

iii. Perpetual condemnation of the conscience; 

iv. Humiliation to the parents and society at large;  

v. Dreams of technological development of a country is doomed; 

vi. The perpetrators have chances of being initiated into cults;  

vii. The malpractices encourage laziness and criminal activities.  

 

The Federal Government of Nigeria was attracted by the problem of examination malpractices in Nigeria 

and the promulgation of the miscellaneous decree 20 of 1984 was made to curb examination malpractices 

with 21 years jail term for offenders [15].  Practically, impersonation remains one of the commonly 

examination malpractices in all schools in Nigerian [6]. Impersonation is an act that result to engaging the 

service of one candidate to write examination for another candidate. An impersonation is an act of false 

representation of a candidate or student in the examination hall.  
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The registered student actually seeks a better grade/score by engaging another person to sit for him or her 

in the examination. This has been very rampant in the schools these days [4]. 

 

Computer technology provides platforms by which many problems can be solved. With biometric 

technology, the problem of examination impersonation can be tackled.   

There are varieties of biometric features which are used for specific applications [17]. In Ref. [17], the 

commonly used biometrics include: 

i. Voice 

ii. Iris 

iii. Face 

iv. Ear 

v. Fingerprint 

vi. Retinal 

vii. Palm print 

viii. Keystroke 

ix. DNA 

x. Signature 

 

In the assessment of biometrics based on the properties, Ref [17], the face was rated first while the 

fingerprint was rated second in terms of measurability, circumvention, acceptability, permanence, 

uniqueness, collectability and universality. However, fingerprint requires small storage capacity for the 

biometric template [11]. 

 

The fingerprint biometric uses a programmed device sensor that captures a digital image of a fingerprint. A 

fingerprint can be described as a pattern of ridges on the surface of a fingertip. It has been reported that no 

two individuals have precisely the same patterns of ridges, and these patterns would not change throughout 

the life time of individual [10]. The fingerprints are so unique that even the patterns of identical twins are 

not the same. Therefore, biometrics finger print is more reliable and more capable to distinguish between 

groups of individuals [10]. Fig. 1 shows sample of fingerprint with some features from a typical thumb and 

Fig. 2 shows common minutiae types respectively. 

 

    
 

Fig. 1. Sample of finger thumbFig. 1. Sample of finger thumbFig. 1. Sample of finger thumbFig. 1. Sample of finger thumb    
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Fig. 2. Common minutiae typesFig. 2. Common minutiae typesFig. 2. Common minutiae typesFig. 2. Common minutiae types    

    

2. 2. 2. 2. RELATED WORKRELATED WORKRELATED WORKRELATED WORK    

 

The problem of examination malpractice has been threatening the educational system in Nigeria. The 

problem is so frightening that all the investors in the educational system have expressed serious concern 

about it and the need to find solution to it. Reference [5] stated that among the forces behind examination 

malpractice is the teacher related factor. It is reported in Ref. [5] that the patterns of the examination 

questions set by the teachers sometimes encourage some students’ to engage in malpractice. This implies 

that questions that require reproduction of facts by students will make them to find the facts somewhere 

when they cannot draw immediately from their memory. However, confirming the above view, Ref. [3] 

stated that students’ involvement in examination malpractice is due to teachers’ encouragement. According 

to the author, teachers and principals aid students in buying questions paper of the examination to be 

written. For instance, in some secondary schools, there is what is popularly known as “cooperation fee” 

which is paid by every student who registered for such examination. This is to enable teachers, principals 

and supervisors to help them throughout the period of examination.  Reference [6] affirmed thus 

examination malpractice has eaten deep into the society and it is rampant that parents believe that their 

children cannot do well in school and external examination. Reference [14] reported that parents 

contributed a great deal to the vague definitions of cheating. 

 

The major technique for admitting students to an examination over the years has been through the 

presentation of an identity card. These cards include: Library Cards, Fees Clearance Cards, Photo Cards, 

etc. However, this method of authenticating a student for an examination has an obvious problem [20]. The 

problem is that object can be misplaced, stolen, forgotten at home or somewhere, and ID card can also be 

faked. This paper presents a multi-mode biometrics (fingerprint and face) solution to the problem of 

examination malpractice in Nigerian schools. The developed system was able to identify student during and 

after examination [20]. Reference [18] highlighted some of the existing methods to identify students during 

examinations. These methods include: the use of Identity card; the presence of invigilators to identify fake 

students; the allocation of sitting arrangement number that determines the hall where the student will write 

examination and the need to sign in and out on the attendance sheets. 

 

Reference [19] developed fingerprint biometrics systems that assisted in the elimination of examination 

impersonation. The architecture of the system composed of image pre-processing, features extraction and 

features match. The developed system was coded using visual studio, some optimization at coding level and 

algorithm level were proposed to improve the performance of the fingerprint recognition system. The 

system was able to identify individual student during examination [19]. Application of biometrics for 

authentication in various fields cannot be over-emphasized. In [7], a fingerprint supported biometric control 

information and encryption along with Secure Socket Layer i.e. SSL using VeriSign was proposed to make 

the software involved in the voting process well secured. It was discussed in [8] the motivation and benefits, 

as well as a presentation of concepts, high-level architecture, and demonstration of the operation of bioPKI; 

i.e., a server-side encryption and digital signature platform with biometric authorization.  
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Reference [9] was on the implementation of person identification fusing face and ear biometric modalities. 

The PCA based neural network classifier for feature extraction from the images was used. These features 

are fused and used for authentication.  Reference [18] offers solution to the problem of student 

impersonation during examinations. A biometric model was designed to identify every student at the point 

of entry into the examination hall. Also, biometric verification exercise was also conducted while the 

examination is on-going and at the point of submission of examination papers. The research of [18] was 

stressful and did not meet-up the time requirement of the electronic system. This present research work 

authenticates every student at the entrance into the examination hall; as security officers are at the venues of 

examination to arrest any student who engages in any form of unlawful acts of impersonation. 

    

2.1 2.1 2.1 2.1 Statement of the ProblemStatement of the ProblemStatement of the ProblemStatement of the Problem 

Examination malpractice is a serious problem that affects human and national development. A student that 

succeed in an examination through fraudulent acts has no voice in the society. Such student becomes thug 

and thief. Therefore, all hands must be on deck to curb any form of examination malpractice. According to 

Ref. [10], checking-in students into an examination hall has been with the presentation of Identity cards, 

Library Cards, School Fees Receipts, Clearance Cards and checking of Class Register. It has been observed 

that students tend to forge this moveable physical identity by presenting an imitated copy suiting the 

candidate appearing for the examinations. In this paper, a fingerprint biometric technique is proposed to 

grant access into the examination hall with a view of curbing the menace of impersonation in examinations 

in Nigeria using a secured fingerprint biometric technique. Fig. 3 shows the sample of school card and Fig. 4 

shows examination cards. These forms of identification have been subjected to examination impersonation.  

 

 
 

Fig. 3.  School cardFig. 3.  School cardFig. 3.  School cardFig. 3.  School card    
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Fig. 4. Examination cardFig. 4. Examination cardFig. 4. Examination cardFig. 4. Examination card    

    

3. 3. 3. 3. METHODOLOGYMETHODOLOGYMETHODOLOGYMETHODOLOGY    

 

The fingerprint biometric was considered to be used as fundamental biometric trait for screening students 

for examination over other biometric traits such as face, iris, signature etc as highlighted by Ref. [11].  

i. Finger print provides high accuracy 

ii. Finger print is the most economical biometric for verification 

iii. Finger print is very accessible and easy to use for enrolment and verification 

iv. Finger print requires small storage capacity thereby reducing needed memory capacity for the 

database. 

 

Finger print biometric devices have a scanning sensor, software that converts the information gathered into 

digital form. When converting the captured input, the software identifies region of interest (RoI) such as 

bifurcation. The RoI is processed and stored in the database for authentication. Every biometric 

authentication requires comparing an enrolled biometric sample, that is, biometric template against the 

newly captured biometric sample. Fig. 5 shows the system architecture. 
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    Fig. 5. Fig. System architectureFig. 5. Fig. System architectureFig. 5. Fig. System architectureFig. 5. Fig. System architecture    

    

 

 
 

Fig. 6. Minutiae EFig. 6. Minutiae EFig. 6. Minutiae EFig. 6. Minutiae Extractionxtractionxtractionxtraction    
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3.1 3.1 3.1 3.1 Enrolment Phase Enrolment Phase Enrolment Phase Enrolment Phase  

In the enrolment phase, students are enrolled (registered) into the student’s database. The face image and 

significantly the fingerprint of each student are enrolled with other bio-data. The face image was only used 

in this research for physical identification not for automated verification. The finger is captured by the 

fingerprint reader. Among other fingerprint features extraction techniques identified by Ref. [12], the 

minutiae-based technique was used for this study. The local features such as terminations and 

bifurcations represent the minutia based techniques. Two fingerprints are identical if their minutiae 

points are the same. Fig. 6 shows minutia extraction process; which includes image acquisition, this is 

followed by image processing and the enhanced image is then stored as a template in the database. A 

biometric template is formed from the registration process. The template is a digital reference of distinct 

characteristics that have been extracted from a biometric data. The template is then stored in a database 

for future comparison. The flowchart the developed system is illustrated in Fig. 7. 

 

 
 

Fig. 7. System flowchartFig. 7. System flowchartFig. 7. System flowchartFig. 7. System flowchart    
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Fig. 8 shows student’s registration page; this page allows the individual student to register with the developed 

system. Data such as Full Name, Phone Number, Department, Level and Age are enrolled. Importantly, 

the fingerprint of every student is captured and then stored as a template in the database. The developed 

system has the capacity to detect duplicate registration; which is an unlawful act or behaviour. Fig. 10 shows 

an error of duplication if a student tries to register more one. 

 

  
    

Fig. 8. Student registration pageFig. 8. Student registration pageFig. 8. Student registration pageFig. 8. Student registration page    

 

 
    

Fig. 9. Captured Student’s fingerprintFig. 9. Captured Student’s fingerprintFig. 9. Captured Student’s fingerprintFig. 9. Captured Student’s fingerprint    
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Fig. 10. Error of duplicationFig. 10. Error of duplicationFig. 10. Error of duplicationFig. 10. Error of duplication    

3.2 3.2 3.2 3.2 AuthenticationAuthenticationAuthenticationAuthentication 

This is a process that involves matching a captured image with an enrolled fingerprint template saved in the 

database so as to determine whether the two are identical. If the two fingerprints match, then the proposed 

system grants access to the examination hall, otherwise, the system denies access and such candidates may 

be handed over to security agency for further investigations based on the school’s rules. A minutiae point 

which described by location, type and orientation, was used for features extraction and the Euclidean 

distance technique was used for matching the image template stored in the database.   

 

The pseudocodes for the enrolment and the authentication are as follows: 

 

Enrolment Pseudocode 

i. Start 

ii. Capture the fingerprint image 

iii. Segment the fingerprint image into four cells of size 80×120 each  

iv. Locate the centre of the fingerprint image  

v. From the centre, locate the bifurcation (ridge splits into two ridges) 

vi. Determine the number of bifurcations 

vii. Determine the distance of bifurcation from the centre with respect to the x-coordinate and y-

coordinate 

viii. Create the final feature vector set using “vi” and “vii” 

ix. Store the feature vector set in “viii” as “Tm” for matching and future reference 

x. Stop 

1
θ

2
θ

4
θ

3
θ

  
Fig. 11. Captured bifurcationFig. 11. Captured bifurcationFig. 11. Captured bifurcationFig. 11. Captured bifurcation    
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Authentication Pseudocode 

i. Start 

ii. Set Number to 0 (N=0) 

iii. Recapture the fingerprint image 

iv. Segment the fingerprint image into four cells of size 80×120 each 

v. Locate the centre of the fingerprint image  

vi. From the centre, locate the bifurcation 

vii. Determine the number of bifurcations 

viii. Determine the distance of bifurcation from the centre with respect to the x-coordinate and y-

coordinate 

ix. Compute the new information from “v” and “vi” as “Pm” 

x. Retrieve “Tm” and compare the value of “Tm” and “Pm” 

xi. Apply Euclidean distance on the feature vector set in “x” 

xii. If “Tm” equals “Pm” THEN GOTO “xv” 

xiii. ELSE 

xiv. N = N + 1 

xv. IF N >= 3 THEN GOTO  “xvii” 

xvi. GOTO “iii” 

xvii. Display “Authentication: SUCCESSFUL” 

xviii. STOP 

    

3.3 3.3 3.3 3.3 Components’ RequirementsComponents’ RequirementsComponents’ RequirementsComponents’ Requirements 

The necessary minimum personal computer (PC) requirements are: 

i. Memory capacity of 2 Gigabytes (GB)  

ii. Operating System: Windows 8, 8.1 and 10 

iii. SecuGen Fingerprint reader 

 

3.4 3.4 3.4 3.4 Source CodesSource CodesSource CodesSource Codes 

The programming language used for this research was C#, and the source codes were designed and 

developed in Microsoft visual studio 2010 ultimate version. Microsoft SQL database was used for the 

database management. 

 

3.5 3.5 3.5 3.5 PopulationPopulationPopulationPopulation 

The target population was the final year students of FCT College of Education, Zuba-Abuja, Nigeria to 

evaluate the authentication of the developed system as one of the security requirements. Four hundred and 

fifty (450) students of FCT College of Education, Zuba-Abuja, Nigeria were registered to sit for the 

organized examination and to test the developed system. In addition, fifteen (15) students were left 

unenrolled during enrolment and were uniquely tagged to come and sit for the same organized examination 

with the enrolled students. The combination of enrolled and unenrolled students was to test how the 

developed system would process the identity of individual student. 
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FigFigFigFig. 12.  . 12.  . 12.  . 12.      Registration of students Registration of students Registration of students Registration of students     

    

3.6 3.6 3.6 3.6 Method of Data CollectionMethod of Data CollectionMethod of Data CollectionMethod of Data Collection 

In this research, experimental design was used and involved the use of questionnaires to gather information. 

The instrument was designed by the researcher and titled “Perceptive Questionnaire on a Secured 

Fingerprint Biometric for Curbing Examination Impersonation”. The questionnaire was designed to gather 

relevant primary data from the students with respect to the authentication of the developed system. The 

instrument consisted two (2) sections. Section A was designed to obtain personal information about the 

students and Section B dealt with the authentication issues. The students were required to provide 

responses on a 4-point Likert Linguistic (LL) scale to their level of agreement with the questions asked on 

authentication.  The responses were based on their level of agreement with the statement provided as 

“Strongly Agree” (4), “Agree” (3), “Disagree” (2) and “Strongly Disagree” (1).  Furthermore, an arbitrary 

“view” of authentication on a secured fingerprint biometric for curbing examination impersonation was 

identified as “satisfied” and “not satisfied” based on the following equation: 

 

 

 
 

This equation was used to interpret the mean related to each response to either satisfied or not satisfied. 

Thus, the value of 1.5 was used as a reference mean. 

 

3.7 3.7 3.7 3.7 Validation and Reliability of InstrumentValidation and Reliability of InstrumentValidation and Reliability of InstrumentValidation and Reliability of Instrument 

The questionnaire was validated by Psychologists, Statisticians and System Analysts to establish content 

validity. Cronbach's alpha test in SPSS environment was used to measure the internal consistency of the 

administered questionnaire and the research security demands. References [11] and [21] used four different 

ranges of co-efficient of reliability to justify the outcomes of the analysis of research: Excellent ranges (0.90 

and above), High (0.70-0.90), High moderate (0.50-0.70) and Low (0.50 and below). 
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FigFigFigFig. 13. 13. 13. 13: : : : Students in the examination hallStudents in the examination hallStudents in the examination hallStudents in the examination hall    

    

Method of Data AnalysisMethod of Data AnalysisMethod of Data AnalysisMethod of Data Analysis 

After the organized examination, each participated student was presented with a questionnaire; to be filled 

and returned. Out of the population of 450, four hundred and thirty-seven (437) [97.11%] forms could be 

used for the evaluation. Others questionnaires were not properly filled which made the forms not suitable 

for the analysis. 

 

In this research, one performance evaluation metric namely: System Degree of Student’s Authentication 

Index (SDSAI) was formulated and mean statistical tool was used to evaluate the degree of authentication 

security requirement of the developed system using IBM Statistical Package for Social Sciences (SPSS) 21 

Version for windows.  

 

4. 4. 4. 4. EXPERIMENTAL RESULTSEXPERIMENTAL RESULTSEXPERIMENTAL RESULTSEXPERIMENTAL RESULTS    

 

Table I shows mean evaluation metrics on authentication of the developed system. The results on the 

analysis of the authentication security requirement indicated that the evaluated means were greater than the 

reference mean of 1.50. This implies that the developed system satisfied the security requirement of 

authentication. The respondents’ rating of the developed system on System Degree of Students’ 

Authentication Index (SDSAI) indicated 3.04 out maximum obtainable value of 4.00.  

    

Table I: Mean evaluation metrics on authentication of the developed systemTable I: Mean evaluation metrics on authentication of the developed systemTable I: Mean evaluation metrics on authentication of the developed systemTable I: Mean evaluation metrics on authentication of the developed system    

S/n Items  N    SDSAI 

a The developed system provides interface that can be used 

easily for enrolment and authentication 
437 1.50 3.21 

 

b The fingerprint verifies every student correctly 437 1.50 3.21
 

 

c The developed system prevents false identity 437 1.50 20.6 3.04 

d The fingerprint features prevent examination 

impersonation 

437 
1.50 3.58 

 

e The developed system provides extremely accurate and 

secured access to examination hall 

             

437 
     1.50    3.17 

 

* Reference, ** Observed* Reference, ** Observed* Reference, ** Observed* Reference, ** Observed    

 

Reference [13] proposed a Fingerprint Identification based on DCT and DWT using Multiple Matching 

Techniques (FDDMM). The proposed system of [13] was used for comparison as indicated in Table III. 
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The False Rejection Rate (FRR) of the developed system was zero (0), the Total Success Rate (TSR) was 

100 and the time taken to process reduced from 1 minute 48 seconds in the existing system to 2 minutes 7 

seconds in the developed system. 

 

 

 
    

Fig. 14. Bar chart representation of respondents’ perception on authenticationFig. 14. Bar chart representation of respondents’ perception on authenticationFig. 14. Bar chart representation of respondents’ perception on authenticationFig. 14. Bar chart representation of respondents’ perception on authentication    

 

 

The bar chart representation of Fig. 14 shows the performance evaluation of five questions asked with 

respect to authentication security requirement. 

 

 

 
    

FigFigFigFig. 15. 15. 15. 15....        Authentication of student for examinationAuthentication of student for examinationAuthentication of student for examinationAuthentication of student for examination    
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Table II:Cronbach's alpha test on reliability assessment of security requirements of the developed systemTable II:Cronbach's alpha test on reliability assessment of security requirements of the developed systemTable II:Cronbach's alpha test on reliability assessment of security requirements of the developed systemTable II:Cronbach's alpha test on reliability assessment of security requirements of the developed system    

Security requirement CRONBACH'S ALPHA  References 11 and 21 

Authentication 0.83 Excellent 

 

The reliability analysis of the developed system was performed with aid of Cronbach's alpha test in IBM 

SPSS 21 version for window. Table II shows the Cronbach’s alpha values of 0.73 for authentication. This 

co-efficient of represented “High” reliability. This implies that the developed fingerprint biometric system 

reliably prevented examination impersonation.   

 

Table III: Performance comparison betweenTable III: Performance comparison betweenTable III: Performance comparison betweenTable III: Performance comparison between    existing FDDMM and developed systemexisting FDDMM and developed systemexisting FDDMM and developed systemexisting FDDMM and developed system    

S/n Parameters Existing FDDMM 

[13] 
Developed System 

a Number of features 556 437 

b FRR 0 0 

c TSR 100 100 

d Elapsed time 2min 35sec 1mins 48sec 

           

    

5. 5. 5. 5. ConclusionsConclusionsConclusionsConclusions    

 

The research provided alternative to the use of ID cards, School fees receipts and Clearance forms in 

screening or identifying students into the examination halls in FCT College of Education, Zuba-Abuja. The 

use of biometrics for identifying students offers some unquestionable benefits.  During the experimental 

analysis, it was also observed that the False Rejection Rate (FRR) and the Total Success Rate (TSR) of the 

developed system were the same as the existing system at zero (0) and 100 respectively. However, the time 

elapsed reduced drastically to 1 minute 48 seconds as against 2 minutes 35 seconds of [13]. Conclusively, 

the developed system was able to prevent examination impersonation as the unenrolled students were 

denied access into the organized examination hall. Therefore, with the frightening rate of examination 

impersonation in Nigerian schools, the developed system could be used to identify and grant students 

access into the examination hall thereby curbing the problem of examination impersonation. 

 

6. 6. 6. 6. RECOMMENDATIONSRECOMMENDATIONSRECOMMENDATIONSRECOMMENDATIONS    

 

Based on the testing and results obtained from the developed system, the following recommendations were 

made: during enrolment stage, the student’s fingerprint is fundamentally required. In the day of 

examination, the acquired or registered fingerprint is required for authentication for credible screening of 

candidates for examination. Also, financial grants should be made available towards acquisition more 

fingerprint scanners to cater for large number of school students and to solve the problem of inadequate 

power supply, generator should be provided towards uninterrupted supply of electricity to the proposed 

system. 
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