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ABSTRACT 
 
Forgery has crept into our education system a long time ago, counterfeit, forged certificates and documents have the 
advantage in many certification and degree issuing institutions. Invalid studentship became more than a valid 
studentship. The need for student verification system has become necessary to check mate and expunge invalid 
studentship, invalid document and invalid certificate yielding to authenticity of certificate and documents.  Over the 
years, it has become necessary to have simple and fast resources for checking results/certificates to reduce level or 
forging certificates and reduce stress as well as save time for certificate verification which is manually done today, an 
employer or anybody concern will have to come or send delegate to school to verify a particular certificate, some 
employer never did and this has resulted on accepting a forge certificate. The system can be implemented as a stand-
alone site (recommended) or integrated into the University website. The aim of this study is to design an online 
certificate verification system based on the verification process that the university has adopted to validate its findings 
and to carry out the University certificate verification in the future. This system was designed using PHP programming 
Language for the backend, HTML for the front end and MySQL for the database. 
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1.  BACKGROUND TO THE STUDY 
 
A system, with many definitions, can literally be seen on a computer as a collection of hardware and software 
components of a computer. According to Chiemeke and Egbokdara [7], a system is set of components that interact to 
achieve a common goal. In another sense, a system is a group of interrelated or intertwined elements that make a 
single entity. The verification system, as in this paper, is an application program that checks whether someone or 
something belongs legally and correctly to a collection, organization, or individual. There are, among other things, 
different verification systems, including an address verification system, an adult checking system, and a card checking 
system. The certificate verification system is used to determine whether the student is or was a legal registered student 
and whether it has been properly reported and whether the certificate is valid. In this context, it is used to check whether 
the student belongs to the institution and confirms that he/she has been properly enrolled in a department and has 
graduated from that institution. This Certificate Verification System (CVS) is a web-based system.  
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This is an electronic and computerized way of verifying the ownership right of a person's certificate by entering the 
number of certificates, using a result that clearly demonstrates the truthfulness or inaccuracy of your request. In this 
modern era, computers have verified the cause of their existence. The appearance of computers in our society has 
inspired many critics to the dangers posed to society. Computer critics and new technologies express the fear that 
computers will move and replace all human skills, which will lead to mass unemployment. The presence of computers 
in almost all areas of fast working life proved to be imperfect criticism because the invention of computers and new 
technologies continues to create additional tasks for those who identify with computers and technologies. This make 
computes partner to human beings in any fields of human endeavour.   In the last decades, recognizing and verifying 
students was a major problem in large institutions because documents, certificates and scholarships can easily and 
simply be forged, and the computer is used in a negative way. Counterfeiters do not know that in this changing world 
the computer was also useful for making decisions, verification and authenticity. 
 
This is particularly a consequence of computer efficiency in terms of speed, accuracy, reliability, cost and security. In 
recent years, awareness has existed and created in people as it concerned the use of computer in verifying, 
authenticating and security activities either through web-based (internet) or window-based. Decision support system 
(DSS) and others system like management information system (MIS) and information system (IS) are used in 
organization. Decisions are largely based on experience and principle. The value of every degree is the reputation of 
the institution and the students produced, hence, the greatest obstacle to any academic institution which is dishonesty 
and forgery has to be balanced with verification and authentication systems and processes. “In recent times, effort is 
being made to build intelligence into computer system, whereby the computer can be used to process large volume of 
structural and unstructured information for decision making” [8]. 
 
1.1 Statement of Problem 
 
Certificate verification method that is prevalent today is a manual process especially in Olabisi Onabanjo University 
Consult. In this process the institution/organization that wants to verify a result will have to trip to the university or send 
a written request so as to verify result. The request will then go to academic affair which refer to the library or safe files 
to look for the duplicate certificate, this can really be time consuming, also sometimes files are lost when moved from 
one office to another, and in some cases, can be missing or be difficult to locate. 
 
1.2 Objective 
 
The aim of this study is to design an online certificate verification system based on the verification process adopted by 
Olabisi Onabanjo University Consult to verify her results, to phase out outdated paper/manual method, though the 
papers will still be kept safe in schools for future reference, to make Certificate accessibility Easy, to save time and 
Resources, to prevent risk in transits in result verification and the objectives are as follows: 

1. Efficiency: These involve accuracy, speed and comprehensiveness of the system output. 
2. Flexibly: This is the ability of the system to adjust to the changing requirement of user. It also involves 

portability of system. 
3. Practicability: This is the ability of the System to be able to withstand long period of time operation by the 

user. 
4. Security: The act of applying security for the protection of the data and it involve hardware reliability. A system 

analysis needs to have a workable security platform to protect the system from damage error and by 
unauthorized user. 
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2. CONCEPT OF VERIFICATION AND VALIDITY  
 
Verification and validation are independent procedures that are used together for checking that a product, service, or 
system meets requirements and specifications and that it fulfils its intended purpose [3]. These are critical components 
of a quality management system such as ISO 9000. The words "verification" and "validation" are sometimes preceded 
with "independent", indicating that the verification and validation is to be performed by a disinterested third party. 
"Independent verification and validation" can be abbreviated as "IV&V". In practice, as quality management terms, the 
definitions of verification and validation can be inconsistent. Sometimes they are even used interchangeably [1]. 
However, the PMBOK guide, a standard adopted by IEEE, defines them as follows in its 4th edition [4]: 
 
Validation: The assurance that a product, service, or system meets the needs of the customer and other identified 
stakeholders. It often involves acceptance and suitability with external customers. Contrast with verification." 
 
Verification: The evaluation of whether or not a product, service, or system complies with a regulation, requirement, 
specification, or imposed condition. It is often an internal process. Contrast with validation." Verification is intended to 
check that a product, service, or system (or portion thereof, or set thereof) meets a set of design specifications [5]. In 
the development phase, verification procedures involve performing special tests to model or simulate a portion, or the 
entirety, of a product, service or system, then performing a review or analysis of the modeling results. In the post-
development phase, verification procedures involve regularly repeating tests devised specifically to ensure that the 
product, service, or system continues to meet the initial design requirements, specifications, and regulations as time 
progresses [5]. It is a process that is used to evaluate whether a product, service, or system complies with regulations, 
specifications, or conditions imposed at the start of a development phase. Verification can be in development, scale-
up, or production. This is often an internal process. 
 
Validation is intended to ensure a product, service, or system (or portion thereof, or set thereof) results in a product, 
service, or system (or portion thereof, or set thereof) that meets the operational needs of the user [5]. For a new 
development flow or verification flow, validation procedures may involve modelling either flow and using simulations to 
predict faults or gaps that might lead to invalid or incomplete verification or development of a product, service, or system 
(or portion thereof, or set thereof). A set of validation requirements (as defined by the user), specifications, and 
regulations may then be used as a basis for qualifying a development flow or verification flow for a product, service, or 
system (or portion thereof, or set thereof). Additional validation procedures also include those that are designed 
specifically to ensure that modifications made to an existing qualified development flow or verification flow will have the 
effect of producing a product, service, or system (or portion thereof, or set thereof) that meets the initial design 
requirements, specifications, and regulations; these validations help to keep the flow qualified. It is a process of 
establishing evidence that provides a high degree of assurance that a product, service, or system accomplishes its 
intended requirements. This often involves acceptance of fitness for purpose with end users and other product 
stakeholders. This is often an external process. 
 
It is sometimes said that validation can be expressed by the query "Are you building the right thing?" and verification 
by "Are you building it right?” "Building the right thing" refers back to the user's needs, while "building it right" checks 
that the specifications are correctly implemented by the system. In some contexts, it is required to have written 
requirements for both as well as formal procedures or protocols for determining compliance. It is entirely possible that 
a product passes when verified but fails when validated. This can happen when, say, a product is built as per the 
specifications but the specifications themselves fail to address the user's needs. 
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3 OVERVIEW OF ACADEMIC CERTIFICATE 
 
An academic certificate is a document that certifies that a person has received specific education or has passed a test 
or series of tests. In many countries, a certificate is a qualification attained in secondary education. For instance, 
students in the Republic of Ireland sit the Junior Certificate and follow it with the Leaving Certificate. Similarly, other 
countries have awards, for instance, in Australia the Higher School Certificate (HSC) in New South Wales, the Victorian 
Certificate of Education (VCE) in Victoria, etc., is the examination taken on completion of secondary education. In parts 
of the United Kingdom the General Certificate of Secondary Education (GCSE) is the normal examination taken at age 
16 and the General Certificate of Education (GCE) Advanced Subsidiary Level (AS-level) and Advanced Level (A-
levels) are taken at 17 and 18. A certificate can also be a vocational qualification of between 13 and 36 credits at any 
of the levels of the Regulated Qualifications Framework, the level being specified in the qualification title [6]. 
 
3.1 Concept Of Data Integrity 
Data integrity is the maintenance of, and the assurance of the accuracy and consistency of, data over its entire life-
cycle, and is a critical aspect to the design, implementation and usage of any system which stores, processes, or 
retrieves data [2]. The term is broad in scope and may have widely different meanings depending on the specific 
context – even under the same general umbrella of computing. It is at times used as a proxy term for data quality, while 
data validation is a pre-requisite for data integrity. Data integrity is the opposite of data corruption. The overall intent of 
any data integrity technique is the same: ensure data is recorded exactly as intended (such as a database correctly 
rejecting mutually exclusive possibilities,) and upon later retrieval, ensure the data is the same as it was when it was 
originally recorded. In short, data integrity aims to prevent unintentional changes to information. Data integrity is not to 
be confused with data security, the discipline of protecting data from unauthorized parties. 
 
Any unintended changes to data as the result of a storage, retrieval or processing operation, including malicious intent, 
unexpected hardware failure, and human error, is failure of data integrity. If the changes are the result of unauthorized 
access, it may also be a failure of data security. Depending on the data involved this could manifest itself as benign as 
a single pixel in an image appearing a different colour than was originally recorded, to the loss of vacation pictures or 
a business-critical database, to even catastrophic loss of human life in a life-critical system. 
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4. SYSTEM ANALYSIS AND DESIGN 
 
4.1 Technology Overview  
The technology selected for deploying this system is PHP/MYSQL. Apache is used as an HTTP server. The 
development was made in the Windows environment with Dreamweaver CS5. 
 

 
 

Fig. 1: System Flowchart Diagram 
 
 
 



  

 
 
 
 
 
 
 

6 
 

Proceedings of the 17th Series 2 
iSTEAMS Multidisciplinary Research Nexus 

Conference  
D.S. Adegbenro ICT Polytechnic, Itori-Ewekoro, Nigeria 

-  www.isteams.net    

5. SYSTEM IMPLEMENTATION AND MAINTENANCE 
 
The New System consists of different modules working together to achieve the goal of the system. The new system 
consists of two interfaces, the Organisation Interface and the administrative Interface 
 
5.1 Organisational Interface 
 

       
  Homepage      Login Interface 
 

        
Signup Page     Search Certificate dialogue 

 

  
 Certificate Verification Page       
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5.2 Administrator Interface 
 

       
  Login Interface     Add New Cetificate 
 

    
  Certificate Database 
       
6. SYSTEM MAINTENANCE 
 
The system is friendly enough to accept future modification to correct faults, to improve performance and other 
attributes. Proper and frequent evaluation should be made on the system, in order to detect and correct bugs or 
advance the system. 
 
7. CONCLUDING REMARKS  
 
This paper provides some extensions to CVS that will allow it to work with a multi-valued database system. Additionally, 
this paper will research additional steps and programs to help increase the availability of information via ODBC. Online 
certificate verification system offers convenience to the users and considerable ease to employers as they can get 
original certificate from school easily and more quickly than conventional methods of manual verification. Even though 
computerized verification systems have a number of advantages over manual ones, there a few challenges that must 
be overcome in order that their benefits may be fully realized. First of all, there is the high initial cost of implementing 
such a system, as is typical of all computerized systems. Secondly, there is the challenge of users’ education. The 
public/user needs to be educated adequately on the use of online verification system.A third concern is the verification 
system security; how the system could be attacked by hackers and fraudsters, including system administrators (who 
may be in favour of some particular students). Finally, verification system security should be allowed to be scrutinized 
by experts in systems analysis and design, computer programming and computer system security. This would be the 
only way to ensure public confidence in such systems 
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8. RECOMMENDATIONS 
 
With the success of this study, this paper work is recommended to Olabisi Onabanjo University Consult, more elaborate 
and extensive research be fashioned out using PHP programming language to be used in the execution of a very 
complex application/process which is expected to surpass what is in this research work, due to the parallel approach 
method that were adopted in the system, a good and trust worthy database administrator should be in charge of the 
system and there should not be any hesitation in case of any chance of improvement. 
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