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ABSTRACT 
 
Cyber security is among the most complex and rapidly evolving issues and has been the focus of organizations, researchers and 
government of nations. Cyber security is the preservation of confidentiality, integrity and availability of information in the 
Cyberspace. Cyber security risk management is the process of managing or reducing potentially harmful and uncertain events 
that posse as threats to cyber security. It involves looking at what could go wrong on the cyber space and deciding on ways to 
prevent or minimize their occurrences or effects. The advancement in technology has allowed for the management of cyber risk 
from Service-Oriented Architecture (SOA) to Fog Computing.  In this research, a detailed literature review is presented on the 
work done in the area of cyber security risk management on these computing concepts. An overview of the key features of the 
concepts is given and a systematic strategy towards addressing the shortcomings is then introduced. Finally, some future research 
issues especially on cyber security risk management in the concept of Fog computing are discussed. 
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1. INTRODUCTION 

 
Risk is present everywhere and demands efficient management strategies. Risks associated with cyber activities are called cyber 
risks. Cyber risk is among the most complex and rapidly evolving issues with which organizations, researchers and government 
of nations must contend with [1]. Security threats are common in recent times and a violation can result into serious 
consequences which are indication of the importance of cyber security risk management to services provided over the Internet. 
Presently, there is a proportionate increase in the number of users of cyber space and the number of cyber criminals has also 
increased. This explains the reason why increasing organizations’ reliant on information systems and the Internet has resulted in 
increased cyber security risks management in all the concept of computing that provide services via the Internet.  
 
Reports of major cyber attacks and damage to organizational IT infrastructure have become increasingly common in recent years 
and developments in mobile technology, cloud computing, Fog computing and social media continue to impacts the IT risk 
landscape [2]. Consistent cyber security risk management ensures cost-effective management of risks with high priority to be 
aggressively managed so as to provide better risk reporting and informed decision making [3]. Managing cyber security risk may 
not result in the elimination of all risks but is effective for determining and understanding risk rating of events and putting the 
right processes or controls in place [4]. This research takes a systematic review of cyber security risk management from service 
oriented architecture to fog computing. 
 
Section 2 of this paper presents the review of Service-Oriented Architecture in relation to cyber security risk management while 
the review of some research works on cyber security risk management as applied to Grid and Cloud computing is presented in 
Sections 3 and 4. Section 5 focuses on the review of Fog Computing and propose a game theory approach to cyber security risk 
management in the concept of Fog computing and the conclusion is drawn in Section 6. 
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2. SERVICE-ORIENTED ARCHITECTURE (SOA) 
 
In recent times most software capabilities are delivered and consumed as services through a service-based interface. There is a 
probability of everything becoming a service. The service is an essential publishing construct and should be adopted at the point 
of each significant interface. Service-Oriented Architecture (SOA) allows us to manage the usage these services. SOA can be 
described as something that makes use of multiple services to perform a specific task[5]. In [6]Service-Oriented Architecture is 
defined as a style of designing a standard and technology-based independent distributed computing paradigm and architecture 
where services are provided to the other components through a communication protocol over a network. The services represent 
reusable business functionality through standard interfaces; service consumers compose applications using those services. The 
goal for a SOA is a worldwide network of collaborating services[7].  The adoption of SOA is highly imperative so as to provide 
the deliverables of business and IT by Web Services. These benefits are delivered through the creation of a Service Oriented 
Environment that is based on the Services that can be published, discovered and used in a technology neutral and standard form. 
The policies, practices, and frameworks must ensure that the right services are provided and consumed. In addition, existence of 
at least minimum of two different processes must be ensured for providers and consumers. 
 
In recent times, researchers have applied SOA to various domains to enable dynamic Web services composition in order to 
flexibly support business processes within and across organizations. For example,[8] proposed the concepts of Web-services 
based workflows, [9]matching mechanisms, and in [10] context-aware Web services is conceptualized[11][12]. presented the 
concepts of Web-services using WSDL-S and ontologies. These researches focuses on ubiquitous computing, mobile computing, 
e-Commerce, supply chain management, knowledge and document management which has bring various benefits of SOA and 
Web services to the limelight. In this regards, Papazoglou and Van den Heuvel [13] propose a comprehensive service life-cycle 
methodology for applications to enhance management practices. For example, the customer relationship management is proposed 
in [14].  
 
Service-Oriented Architecture and web services implementation in the military is on the pipeline[15].This is achieved as a result 
of breakthrough in research through the development of models, methodologies and specifications that have help programmers to 
integrate application into selected SOA, including the installation of security appropriate to SOA[15]. The increasing dependence 
of business organization on SOA, have necessitate the need to apply a comprehensive and dynamic security strategy by 
organizations so as to keep abreast of the evolving security threats[16]. Security threats are common in recent times and a 
violation can result into serious consequences which is an indication of the importance of SOA security. [17] Propose a solution 
for risk management in SOA, the methodology addresses the assessment of the likelihood and the risks impact as well as 
profiling of information assets. In [18]the authors proposed some security standards for web services as applied to SOA and risk 
management. The standards include: (i) Security Assertion Markup Language (SAML) and Electronic Business using eXtensible 
Markup Language (ebXML), (ii) Web Services Security, XML-Signature and XML Encryption in the message layer standards. 
(iii) Transport Layer Security (TLS) / Security Socket Layer (SSL).  
 
The benefits of a SOA according to[19] include: 

i. Provision of application functionality as services in order to enable the integration of existing applications, thus, 
improving the value of existing software assets. 

ii. redundancy in IT infrastructure can be avoided  
iii. It enhances a quick response to changes in business processes and interoperability 
iv. simple standards that define the available interfaces and structure of data that is conveyed across those interfaces  
v. platform and language-independent interfaces based on these standards, which allow applications to invoke services 

operating on any device supporting the SOA regardless of the hardware platform, operating system, or implementation 
language  

vi. clear separation of service interface from implementation, thus allowing many service upgrades to occur without 
impact on service users  

vii. message-oriented communication allowing distribution across a wide area  
viii. loose coupling between services, minimizing interdependencies and reusability  

ix. mechanisms for discovery of services available and for establishing connections with services  
 
The authors in [20]argued that SOA benefits proposed in[19]is based on single or multiple case studies that range from 
infrastructure to operational, organizational, and strategic benefits. The authors however, opine that the findings have neither 
been systematically consolidated into a framework nor validated by means of a broader empirical view. Another challenge of 
SOA is the  new threats it introduces to information security which poses new challenges for security professionals[17]. As a 
result of the challenges, it becomes difficult sometime for programmers to guarantee insurance services and SOA architectures. 
Similarly, joining the SOA architecture with protocols allowed through firewalls security can pose serious security risk[17]. 
While the SOA have been successfully applied in different domain, especially in the business sector, SOA demand for high 
computational power, high cost of maintaining the equipment and human resources is a big challenge[21],[22].These limitations 
led to the creation of the Grid computing.  
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3. GRID COMPUTING  
 
Various architectural enhancements exist for increasing computer network speeds and storage capacity. However, effective 
utilization of computing power is very low. Numerical and data intensive problems that require a variety of heterogeneous 
resources are not available on a single computer[23]. Grid Computing offers a solution to this challenge. Grid computing is the 
voluntary use of under-utilized resources available over the network, balancing out the utilization by exploiting parallelism and 
providing a means for solving highly intensive problems in real time. 
 
In [24]Grid computing is defined as a distributed system with non-interactive workloads having a variety of levels of 
virtualization of computer resources from multiple locations to reach a common goal. The concept of Grid can be viewed as a 
technology that manages sharing and trust. Sharing is done through coordinated resource sharing in a virtual environment 
between participants with varying degrees of prior relationships and trust, while trust within a virtual environment is strictly 
defined by the sharing rules governed by security policies[25]. The grid virtualizes heterogeneous and geographically disperse 
resources is depicted in Figure1. 
 
The conceptualization of the Grid architecture is the drawing of  computational  power from a distributed pool of resources by 
consumers seamlessly and ubiquitously[26].   
 
According to [24] the following benefits of Grid computing has been the major motivation for using Grid: 
i. Exploiting underutilized resources 
ii. Parallel CPU capacity 
iii. Virtual resources and virtual organizations for collaboration 
iv. Access to additional resources 
v. Resource balancing 
vi. Reliability and Management 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 1: The grid virtualizes heterogeneous and geographically disperse resources[24] 

 

Grid computing have been applied into the market place, for example in [26] the Grid market place allows for the purchase of 
computational power by consumers through the use of middleware or a resource allocation broker. [27],[28] identified the 
distinguishing features of the Grid Marketplace as follows: 
 
i. Collaboration among members of the Grid community with the use of powerful middleware.  
ii. Integration of different heterogeneous hardware infrastructure.  
iii. The distributed paradigm and  
iv. Secure access through the use of a powerful security mechanism to grant the right delegation.  
 
Grid markets have been viable in terms of high performance[29],[30]. However, lack of a distributed and robust resource 
allocation mechanism, inability to provide a good accounting mechanism and inability of the architecture to fully cope with the 
business world has been some of the major challenges of Grid markets [31],[32],[33]. 
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In[34]a framework for enabling autonomic application management in Grids is introduced to address the constant growth and 
increasing scale complexity of dynamic and heterogeneous components in computational Grids. In this regards, a good number of 
Grid systems have been proposed[34], for example is the Aneka Federation system [35], a Grid application development and 
execution environment called Askalon[36], AutoMate [34],Condor-G [37] which combines the inter-domain resource 
management protocols of the Globus Toolkit and the intra-domain resource and job management mechanisms of Condor. Other 
Grid systems includes; Grid bus Workflow Management System (GWMS) [38]that helps users to execute their workflow 
applications on Grids, Nimrod/G [39]is a Grid middleware environment for building and managing large computational 
experiments over distributed resources, Pegasus Workflow Management System (PWMS) [40]supports large-scale data 
management in physics experiments, Taverna [41] focus to exploit Grid technology to develop high-level middleware for 
supporting data-intensive in silicobioinformatics experiments using distributed resources and Triana [42] which allows 
integration of Triana with multiple Grid services and interfaces. 
 
The author in [25] pointed out the challenges of Grid computing and the propose some solutions as depicted in Table 1. 
 
Table 1: Challenges of Grid Computing and Solutions[25] 
 

Grid attributes Challenges Solution 

Trust (security is built 
on trusted parties  

how to trust virtual organization members and 
its agents 

proxy credentials provided by a trusted parties in 
public key infrastructure 

Sharing of applications 
and data 

incompatible machines and OS, need to limit 
access 

virtualization, Grid resource allocation policies 
 

Grid interoperability incompatible protocols XML-based protocols and open standards 
Reliability and 
robustness 

Grid-based systems can be brittle  two-phase commit, transaction-based protocols 
 

Quality of service (QoS) need end-to-end resource management, 
transactions 

budgeting of cycles, bandwidth, and storage 
capacity 

 
Considering the several areas where Grid computing have been applied, it is could be observed that Grid computing cannot 
achieve more without additional hardware or resources, Grid computing cannot introduce parallelism in applications and it also 
requires configuration rather than mere installation[23].Grid computing allows sharing resources, principally for scientific 
applications[43]. However, Grid computing does not heavily use virtualization, as a result, users have less control and the Grid 
system is less flexible and more complex. This challenges led to the emergence of the Cloud computing. 
    
4. CLOUD COMPUTING  
 
The implementation of virtualization technology by cloud computing to attain the goal of providing computing resources as a 
utility has been a distinguishing factor for the cloud paradigm [44].In 2009, NIST defines Cloud computing as “a model for 
enabling convenient, on-demand network access to a shared pool of configurable computing resources (e.g., networks, servers, 
storage, applications, and services) that can be rapidly provisioned and released with minimal management effort or service 
provider interaction”[43]. Cloud computing can be categorized based on delivery and deployment models as depicted in Figure 
2.Cloud computing consist of three layers; the lowest layer that provides basic infrastructure support service is Infrastructure as a 
Service (IaaS), the middle layer is Platform as a Service (PaaS) that provides platform oriented services and environment for 
hosting user’s applications. The topmost layer is Software as a Service (SaaS) that provides a complete 
 
application offered as service on demand [45],[46],[47].Depending upon the customers’ requirements any of these cloud service 
models can be deployed [46]as (1.) Public Cloud which is managed by a third party service provider to provide a cloud 
infrastructure to many customers.(2.) Private Cloud is managed either by the organization itself or third party service provider to 
provide a cloud infrastructure to a specific customer using the concept of virtualization.(3.) Community cloud is managed by 
several organizations or a third party to provide shared infrastructure and (4.) Hybrid Cloud composed of two or more cloud 
deployment models linked in a way that data transfer takes place between them without affecting each other. 
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Figure 2: Cloud computing categorized [44] 
 
 
The benefits of Cloud Computing  
 

i. No up-front investment: pay as you go, utility-based pricing 
ii. Lowering operating cost: easy to rapidly add and remove resources, no need to dimension for peak load 

iii. Elastic: highly scalable 
iv. Easy to access: often web-based (for SaaS, and management for I/PaaS) 
v. Reduce risks and contracts out expertise: lower staff training/Hardware maintenance costs 

vi. computing resources are pooled together by service providers to help their numerous customers  and dynamically 
allocate or  reallocated the resources according to customer demand [44]. 
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Cloud computing poses some challenges to both the users and cloud providers, for example, the issue of  standards for cloud 
services especially PaaS, monitoring, security and systemic risks are users challenge while automatic scaling, VM migration and 
Server consolidation are providers challenge [43]. IaaS, PaaS, and SaaS models have different impact on application security 
[48]. In this regards, despite the tremendous business and technical advantages of cloud computing, security issue has been a 
major challenge[49]. The security issues identified in [50] are: 
 

i. Outsourcing: Users may lose control of their data, hence appropriate mechanisms is required to prevent cloud providers 
from using customers’ data in a way that has not been agreed upon in the past. 

ii. Extensibility and Shared Responsibility: There is a balance between extensibility and security responsibility for 
customers in different delivery models. 

iii. Virtualization: There needs to be mechanisms to ensure strong isolation, mediated sharing and communications 
between virtual machines. This could be done using a flexible access control system to enforce access policies that 
govern the control and sharing capabilities of VMs within a cloud host. 

iv. Multi-tenancy: Issues like access policies, application deployment, and data access and protection should be taken into 
account to provide a secure multi-tenant environment. 

v. Service Level Agreement: The main goal is to build a new layer to create a negotiation mechanism for the contract 
between providers and consumers of services as well as the monitoring of its fulfillment at run-time. 

vi. Heterogeneity: Different cloud providers may have different approaches to provide security and privacy mechanisms, 
thus generating integration challenges. 

 
Network penetration, packet analysis session and access control faults are some of the security risks posed to the cloud 
computing environment[51],[52].[53],[54],[55]discussed security issues associated with the cloud computing as insufficiency in 
security providers, availability, attacks by other clients, and reliability issues, wrapping attack, flooding attack and the authors 
analyzed the possible security solutions. In[56]Denial of Service (DoS) attacks, man-in the-middle cryptographic attacks, 
authentication attacks and inside-job is discussed. 
 
The authors in[57]propose Advanced Cloud Protection System (ACPS) to tackle security issues in the Cloud  while 
[58],[59]tackle the issues by presenting a model for random computations and outsourcing data that ensure  integrity, verifiability 
and confidentiality. [60]focused on integrity protection issues in the clouds. [61] proposed a system protecting personal 
information using role-base and attributed- base access control models that improve the security of the cloud and access control  
that guarantee the cloud availability, confidentiality and  integrity. 
 
Various authors have used different approaches to solve security issues in Cloud, for example, [62]proposed an approach of 
provider-compulsory deterministic execution to protect shared cloud from timing channels that is able to avoid implementation of 
timing. [63]developed a technique to identify application DOS attack using a new constraint-based group testing model. [64] 
presented several approaches to mitigate risks that arises from sharing physical infrastructure between mutually distrustful users. 
[65]presented data protection scheme with public auditing scheme that involves four algorithms including sig gen, key gen, gen 
proof, and verify proof. [66]developed an algorithm for secure third party publications of documents in the cloud.[67] proposed a 
method which gives access to user using elliptic curve cryptography encryption to preserve data files and to safeguards the 
privacy and security of data stored on cloud. 
 
In attempt to manage cyber security risks on the cloud, SalesForce.com[68] implemented some security measures to avoid 
unauthorized access to its platform by sending a security code to the registered customer every-time the same account is accessed 
from same or different IP-address and the user needs to provide the security code at the time of logging in, in order to prove the 
identity of the user. In [69] a detailed analysis of various steganographic techniques and their application using different cover 
media is carried out. Steganography is a technique which can be used to hide confidential information within a plain text, image, 
audio/video files or IP datagrams in a TCP/IP network in order to secure the data-in-transit. Detecting unauthorized access in the 
cloud using tenant profiles is also presented in [70].  
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Performance unpredictability has been observed as an issue in Cloud computing, for example, I/O performance [71].The research 
proposed a method to improve I/O performance as improve architecture and operating systems so as to efficiently virtualized 
interrupts and I/O channels.The authors in [71]also opined that flash memory can be used to improve I/O performance which is a 
type of semiconductor memory that preserves information even when powered off. Flash memory is much faster to access; it uses 
comparatively less energy and can sustain many more I/O operations than disks. However, the performance of the system is a 
factor in cloud computing, the cloud service providers may run short of capacity either by allowing access to too many virtual 
machines or reaching upper throughput thresholds on their Internet links because of high demand arising from the customers. 
This affects the system performance and also adds to the latency of the system. 
 
Latency has been a major issue in cloud computing[72]. The factors that contributed to the latency in the cloud are (1.) 
encryption and decryption of the data when it moves around unreliable and public networks. (2.) data flow around different 
clouds (3.) congestion (4.) packet loss and (5.) windowing. Congestion adds to the latency when the traffic flow through the 
network is high and there are many requests that need to be executed at the same time. Windowing is a message passing 
technique whereby the receiver has to send a message to the sender that it has received the earlier sent packet and hence this 
additional traffic adds to the network latency[72],[73]. 
 
There are quite a number of unresolved issues that need to be addressed in cloud computing. For example is the Internet 
accessibility, the Internet has been the major factor towards the cloud computing evolution and without having the Internet access 
the cloud cannot offer any reasonable service. Latency, the distance from the source adds up to the longer time intervals observed 
in case of data transfer and other network related activities because of an increase in the number of intermediate network 
components. Also, applications running on mobiles in a mobile cloud computing platform should be intelligent enough to adapt 
to the varying network capacities and these should be accessible through different platforms without suffering any data loss. In 
addition, Cloud computing involves virtualization hence the need for user authentication and control across the clouds since 
existing solutions are not able to handle the case of multiple clouds[46].These challenges brought the emergence of Fog 
Computing. 
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5.  FOG COMPUTING  
 
Cloud computing offers customers a range of computing services through the “pay-as-you-go” model by providing an efficient 
alternative to owning and managing private data centres [74]. Cloud computing also saved the enterprises and their end users 
storage resources, computation limitation and network communication cost. However, this has become a challenge for latency-
sensitive applications [75]. In addition, the emergence of IoT makes the current Cloud computing paradigm inefficient to satisfy 
customers’ requirements of mobility support, location awareness and low latency[26]. 
 
Fog (Edge) computing is a promising computing paradigm that extends cloud computing to the edge of networks. In [26] Fog 
Computing is defined as the architecture that extends Cloud computing and services to the edge devices. Fog provides data, 
compute, storage, and application services to end-users in a similar way to Cloud computing but with distinct characteristics. Fog 
computing is an evolution of Cloud. This new evolution emanated from the era of mainframe which was then based on client–
server solution that was distributive in nature. Technological advancement moves us from client-server solution (Distributive) to 
cloud solution (Centralized). But we are back to distributive as we move from cloud based solution to Fog based. 
 
A typical Fog architecture [76] consist of three layers; the cloud layer, the Fog layer and the client layer as presented in Figure 3. 
The Fog layer extends the cloud to the edge devices. This consists of localized servers that are close to the consumers 
(Applications). These servers use a pro-active method to forecasts the mobile consumers’ demand on information and pre-cache 
the most desirable contents [77]. The Fog layer serves as an intermediary between the cloud and the application layer. In this 
layer several Fog servers can be connected to each other using the IP core technology.  
 
Fog computing has helped to provide solutions to cloud limitations[26] in the followings ways: 

i. Reduction in data movement across the network resulting in reduced congestion 
ii. Elimination of bottlenecks resulting from centralized computing systems 
iii. Improved security of encrypted data as it stays closer to the end user. 

 
Basically Fog computing offer the following advantages [75]: 

i. The Fog proximity to end-users. 
ii. The dense geographical distribution and its support for mobility. 
iii. Fog provides low latency, location awareness, and improves quality-of-services (QoS) and real time applications. 

 

Fog

Cloud

Locations

Edge

Core

 
Figure 3: Fog Architecture [76] 
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Cyber security risk management solutions has been proposed in the context of Grid computing [78] and Cloud computing[76]. 
However, these solutions may not suit for Fog computing because Fog devices work at the edge of networks. The working 
surroundings of Fog devices will face with many cyber threats which do not exist in well managed Cloud. Mobility between Fog 
nodes, and between Fog and Cloud is an issue [76], especially in the context of cyber security risk management since Fog devices 
are geographically distributed over heterogeneous platforms. Hence, optimizing service mobility across platforms is still a 
challenge. 
 
Authentication at different levels of gateways as well as at the edge devices is a major security issues. An attacker can either 
tamper with the edge devices or give false report. There are some solutions proposed by various researchers to solve 
authentication issue. For example, [79]presented a public key infrastructure (PKI) based solutions which involve multicast 
authentication. [80]proposed some authentication techniques using Diffie-Hellman key exchange while in [81]intrusion detection 
techniques is applied in Fog Computing. Intrusion in Grids is detected using either a signature-based method in which the 
patterns of behaviour are observed and checked against an already existing database of possible misbehaviors. Intrusion is also 
captured using an anomaly-based method in which an observed behaviour is compared with expected behavior to check if there is 
a deviation. The authors in [82]presented an algorithm that monitors power flow results and detects anomalies in the input values 
that could have been modified by attackers. The algorithm detects intrusion by using principal component analysis to separate 
power flow variability into regular and irregular subspaces.Another security issue in Fog computing is the Man-in-the-middle 
attack in which gateways serving as Fog devices is compromised or replaced by fake gateways [83]. 
 
[76] used man-in-the-middle attack as a proof of concept to expose the security issues in Fog computing. Man-in-the-middle 
attack is very stealthy in Fog computing because the attack consumes only a small amount of resources in Fog devices. The 
authors examine the memory consumption and the CPU utilization of gateway during the attack and show that if man-in-the 
middle attack does not greatly change the features of the communication, it is proofed to be a stealthy attack. The research also 
shows that man-in-the-middle attack is simple to launch but difficult to be addressed. Consequently, protecting Fog devices from 
compromise is a difficult task. Other unresolved issues include the estimation of specific risks arising from cyber attacks in order 
to prioritise effective control in the concept of Fog computing as well as the design of a competent Fog-based game-theoretic 
model for cyber security risk management. Most cyber security risk management techniques based on game theory have been 
applied to solve Computer Networks, Grid computing and Cloud computing. However, how this could be applied in the concept 
of Fog computing is yet to be fully discussed.   
 
6. CONCLUSION 
 
The review of the trends in computing paradigm and how to manage cyber security risk in each concept has been presented. The 
paper studied the current state of art from service oriented architecture to Fog computing. Some recent research works on cyber 
security risk management that are presented with focus on the motivations, objectives, methodologies and some short comings. 
The pros and cons of each paradigm that led to the emergence of the other computing paradigms have been examined. In view of 
the fact that technology changes, threats to cyber security also changes and hence, the need for continuous monitoring and 
managing of the cyber security is highly needed. The contribution of this paper is on some shortcomings identified in each of the 
technologies we have discussed in the concepts of cyber security risk. This, we hope will be of great benefits to scholar to 
identify some gaps for their research. 
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